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Abstract 
We planned on analyzing the crowdfunding site Patreon 
by using an automated scraper to gather data. We 
hoped to do this as part of a project examining the 
potential crowdfunding has as an avenue for long-term 
support of cultural producers. However, we were unable 
to get a statistically robust sample. Shortly thereafter 
hackers released the entire website (about 15GB), 
which included the full and complete data we wanted 
about crowdfunded projects but also lots of private data 
we didn’t want (such as passwords and private 
messages). In the end, we decided not to use the data 
despite its now public availability. This experience helps 
identify a number of ethical dilemmas involved in using 
hacked data. We consider these issues in light of similar 
dilemmas that journalists working with data have 
encountered. 
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Introduction 
In August, 2015, we planned to scrape data from a 
website in order to continue one line of our research 
into cultural production and the changes and challenges 
faced by producers in the internet age [3,4] However, 
we couldn’t find a nice hook into the website and the 
projects (for scraping via Python scripts). An email 
inquiry to the website, Patreon, went unanswered. 
There would be no way to be sure we had retrieved 
data on all the projects at the site, and therefore we 
would have had to rely on a convenience sample with 
questionable external validity.  

A Gift? 
We were limited to such a sample until October, 2015, 
when Patreon was hacked [7]. The entire site was 
made available, not just all the data on projects, which 
we wanted, but apparently also private messages and 
the code that runs the site as well as email addresses 
and passwords. All of it, approximately 15GB of 
information. This was such a gift! Except, initially, we 
disagreed about whether it was appropriate to use it. 
The method the data was gathered under was not legal 
under US law, and included information meant to be 
private. Nevertheless, some of the data, before the 
hack, was already public, and this was the data we 
were interested in.  

One of us felt that the data was now public, like a 
newspaper archive, and we could safely use it. The 
other pointed out that there were multiple ethical 
criteria that using the data would not meet. We discuss 
these issues below, and we note that eventually the 
author who was in favor of using the data realized to do 
so would not be appropriate. 

Guidelines: Cases and Literature 
The proliferation of data and big data have caused 
challenges for both journalists and social scientists 
[2,8]. Many problems, sometimes overlooked, have 
arisen, such as the status of informed consent in big 
data [8], where data can be used for a variety of 
studies after collection for purposes not originally 
envisioned by the individuals providing the data.  

In one prominent example, journalists published 
classified American security documents Edward 
Snowden had released without authorization. The 
Association of Computing Machinery (ACM) membership 
debated the ethics of Snowden’s actions, and those of 
journalist Glenn Greenwald [1]. As they pointed out, 
Snowden’s actions were clearly illegal and a breach of 
both workplace ethics and rules. Some pointed out how 
any whistleblower will be violating at least some ethical 
rules and perhaps laws as well, in the hope of stopping 
a greater wrongdoing. This example does not fully 
apply here, as there was no greater good served by 
hacking the website. And, we can accomplish our 
research in other ways via other websites or collection 
methods. 

Another recent example is the hacking into citizens’ cell 
phones by employees at Rupert Murdoch’s News 
Corporation in the UK [5]. Both journalistic ethics and 
the law were violated, and both people’s privacy and 
their expectation of privacy were infringed upon. In this 
case, the expectation of privacy was clear, as the 
hacked data was all private. The parallel illegality and 
invasion of privacy related to the Patreon data cannot 
be overlooked. Both the phone hacking and further the 
use of the data in published news articles were a 
problem [5], suggesting that our use of hacked data, 

Questions 
 

Does the illegal nature of the 
data collection and the 
release of private data taint 
the data in the release that 
was already publically 
available? 

Users of Patreon initially had 
an expectation of privacy, but 
that privacy no longer exists. 
Do researchers need to 
respect the intent or the 
reality? 

Scholars and journalists 
share some functions in 
dealing with information and 
making it accessible to the 
public, but are the ethical 
considerations the same? If 
not, why not?  

If data or methods are ethical 
and accepted in one 
academic field, are they 
necessarily acceptable in 
another? 

 



 

even with care about public and private information 
within that data, would be problematic.  

Even instances of sharing and aggregating public data 
can cause an uproar, as shown when a New York state 
newspaper published names and addresses of gun 
owners in their readership area, retrieved via a freedom 
of information request [6]. Making public information 
more widely public is not always viewed as appropriate 
by those to whom the data relates, and public data was 
what we had hoped to use.  

For further guidance, we read over the ethics statement 
of the Association of Internet Researchers 
(http://aoir.org/ethics/), but it did not address this 
type of situation directly. A query to the mailing list 
resulted in a lively discussion where no consensus was 
reached, although most participants cited reservations. 
A few said they wouldn’t use it, but none said they 
would use the data without reservations. The most 
mentioned issues, both related to each other, were 
respect for the users and their consent (or permission) 
for our use of the data. One also mentioned how our 
use of the data might be construed as condoning illegal 
hacking. 

These two issues both reflect the underlying, and 
important, issue of treating human beings not as 
anonymous, dehumanized research “subjects” or as a 
line of numbers in a file, but as human beings with 
feelings, autonomy, and agency in their lives. This 
agency applies to their actions, the data they create, 
and their ownership of that data. Discussing the 
paradox users may encounter between knowingly using 
a system that stores and makes available all their 
comments in a global manner, such as many online 

forums, and their expectations of privacy, Walther [9] 
directs our attention to “justice toward human 
subjects”. The question is one of audience expectation 
regarding the data’s use. 

There are some paradoxical differences between online 
data and other, more traditional data types used for 
decades by media scholars, such as newspapers and 
magazines. Researchers have viewed journalistic 
content as fair game for use in research because it is 
considered public. Yet it is not easily gathered, as one 
must have access to either restricted databases 
available through a university library or access to the 
physical microfilm and microfiche. Online data, in 
contrast, is easily found by anyone with an internet 
connection. Yet, as boyd and Marwick [2] have stated, 
in relation to the internet, “just because content is 
publicly accessible doesn’t mean that it was meant to 
be consumed by just anyone.” 

Journalists use data and information in circumstances 
where people didn’t want the data released, such as 
with Wikileaks, and Edward Snowden. This is a 
professionally accepted practice if done for the public 
good in a careful manner, much as we hoped to do. To 
summarize, after having reflected on the experiences of 
journalists’ uses of hacked data and the debates 
surrounding such use, we list several arguments for 
and against its use in the hope of spurring additional 
constructive debate: 

Arguments in Favor of Use 
1. Data is public, like a newspaper. 
2. We hope to serve the public good via our work. 
3. This is the data we want, but we can’t get it via 

other methods. 



 

Arguments Against Use 
1. Researchers have a limited capability to 

distinguish between public and private 
information within the hacked data. 

2. May see private data when data cleaning. 
3. Perhaps legitimizing criminal activity. 
4. Violating users’ expectation of privacy. 
5. Using people’s data without consent. 
6. We want this data, but we don’t need it. Other 

data can be ethically collected and used. 

These arguments against using the data, we feel, are 
much stronger than the arguments for using the data. 

Conclusion 
In the end, we did not use the data copied and released 
by the hackers. Considering other cases and academic 
guidelines, we felt it would not be appropriate. 
Altogether, despite our hoping to do some good with 
the data and despite our hope to only use parts of it 
that were originally public, we felt the negatives 
outweighed the positives, especially when we could 
gather all or most of the same data in a more legal and 
more accepted manner.  

Some cases of using data (or not) will be clear, other 
cases will not be. In the spirit of making lemonade out 
of lemons, we hope our case highlights some of the 
difficulties and considerations academics may 
encounter when contemplating the use of data.  
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Figure 1: Screen grab of part of 
the “Get Info” window for the 
zipped (compressed) Patreon 
data from the hackers. To 
decompress it, all we have to do 
is double-click the file icon. 

 


